
Endpoint FAQs 

Who is Trustwave? 

Trustwave helps businesses fight cybercrime, protect data and reduce security risk. With cloud and 

managed security services, integrated technologies and a team of security experts, ethical hackers and 

researchers, Trustwave enables businesses to transform the way they manage their information security 

and compliance programs. More than three million businesses are enrolled in the Trustwave 

TrustKeeper® cloud platform, through which Trustwave delivers automated, efficient and cost-effective 

threat, vulnerability and compliance management. Trustwave is headquartered in Chicago, with customers 

in 96 countries. For more information about Trustwave, visit https://www.trustwave.com. 

How do these solutions help keep my business safe? 

The solutions included in the Endpoint Protection Suite were specifically designed to address the major 

areas often targeted by cyber criminals. Those areas are covered by monitoring for: security gaps, the 

health of endpoints, local networks, system files, malicious viruses, POS equipment, and malware. By 

implementing the tools offered in Endpoint, you can rest assured that your business is much safer from 

cyber-attacks than it was before. 

Do I really need all 13 of these solutions? 

Yes. Each of these solutions have been designed to address a specific area that address both security 

needs as well as PCI compliance. Descriptions and functions of each tool can be found on pages 1 and 2 

of this document. Rather than having to implement each tool one-by-one, Trustwave has bundled all the 

tools into the Endpoint Protection Suite software. This means all you need to do is download the Endpoint 

software and you will have access to all 13 solutions. 

Are there any potential issues that these solutions may cause? 

No. Trustwave regularly monitors and updates each tool to ensure they adapt to the ever-changing 

security landscape. They have been designed to work with all the applications on both Windows and Mac 

operating systems and so you shouldn’t experience any issues. 
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How does this package save my business money? 
Trustwave designed Endpoint specifically for small to medium-size businesses. By scaling down these 
enterprise-level solutions to fit into a packaged deal, we were able to drive down the cost. This allows 
you to save money by not having to purchase these tools individually at a higher price. You need these 
solutions to protect your business and so the most cost-effective decision is to go with Trustwave’s 
Endpoint!  

What if my IT provider is telling me I don’t need these tools?  

As a leader in the cyber security industry, Trustwave knows all the solutions that businesses of all sizes 

must have in place to combat the ever-changing threat landscape. Your IT provider may know best 

regarding most of the areas of your technical environment but when it comes to addressing security 

threats, Trustwave is the expert.  

What if I process over a dial-up connection? Do I still need these tools? 

Yes. A dial-up connection may make your payments environments less vulnerable to attackers, however, 

all computers are still at risk to security threats. Regardless of how you process your customer’s credit 

cards, these solutions should be on every computer so all major security areas are better addressed. 

How exactly do these products expedite the PCI process? 

By enabling Endpoint, you will simplify your process of validating PCI compliance. TrustKeeper will 

automatically recognize the security solutions that you have implemented and thus prefill answers to all 

applicable questions in your SAQ. This means less questions need to be addressed and an overall 

easier experiencing of achieving PCI compliance.  




