WIND RIVER’S ADVANCE SECURITY PACKAGE (ASP)
ABOUT WIND RIVER’S
ADVANCED SECURITY PACKAGE
The Advanced Security package (ASP) is
designed with businesses in mind that may
not have an IT staff dedicated to Risk or
are familiar with the PCI DSS requirements.
This simple-to-use package is priced
affordably for your business, providing
a greater breadth in the security market
than any other offering from a single
vendor. You could easily pay much more
for these same capabilities if purchased
independently from other vendors.

Payment card data is a prized commodity in the cybercriminal underworld and is
usually the main target for attacks against commercial environments, such as point-ofsale (POS) and e-commerce infrastructures. More than half of the incidents investigated
in 2016 by our data security partner, Trustwave, targeted payment
card data, with 33% of attacks targeted at card track or magnetic
stripe data, and 30% targeting card-not-present (CNP) data1.
You may think that being a small or medium sized business (SMB) will help you escape
from these cybercriminals, unfortunately, research shows that 71% of cyber-attacks
occur at businesses with fewer than 100 employees2. If your customers’
data is leaked, they aren’t going to give you a pass and may not come back to do
business with you, as we know that almost 50% of cardholders are likely to
avoid stores hit by data breaches3. That said, making security a top priority is
vital to the success and growth of your business.

Security is the foundation of compliance.
The Advanced Security Package offers a
number of security solutions to address
your business requirements for becoming
and staying secure, including Antivirus,
Remote Access Detection and Web
Malware and Content Monitoring.

At Wind River, we know that securing your customers’ payment card data can be
challenging. For this reason, we have partnered with Trustwave, a leading provider of
security services and PCI DSS compliance validation tools for merchants, to help you
protect your business from a data breach. Together, we have developed a customized
Advanced Security package, suited for all levels of payment processing that will not
only help you to meet PCI compliance requirements, but give you peace of mind that
your business is fully secure.

The ASP is designed to improve your
overall security posture by adding
additional layers to your defenses and
it can also streamline your PCI DSS
compliance process.

YOUR COMPLIANCE EFFORTS
The Advanced Security Package simplifies the process for you by presenting a pathway
that’s customized to your business. The ASP will prompt you to install the security tools
that have been integrated in to your program and then guide you to the appropriate
self-assessment questionnaire, walking you step-by-step
through the process of certifying PCI DSS compliance,
prefilling some of the questions for you to
speed up the PCI validation process and
ensure that your business is secure.

The Advanced Security Package includes:
• Security Awareness Training & Security
Policy Templates
• Security Health Check and Beacon
• Policy and Security Monitoring
• POS (Point of Sale) Application
Detection
• POS (Point of Sale) Review Tool
• File Integrity Monitoring (FIM)
• Security Policy Generator
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